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Cyber-physical systems

Cyber-physical systems (CPS)
Engineered systems whose operations are monitored, coordinated,
controlled and integrated by a computing and communication core︸ ︷︷ ︸

cyber-infrastructure(P. Antsaklis)

Engineered system = Power, water networks
Coordination = Synchronization, Load balancing
Cyber infrastructure = measurement scheduling

control computation
actuation scheduling
delays, quantization, packet dropout
poor clock synchronization

4 / 27



Security in cyber-physical systems
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Cyber-physical systems

“The consequences of a successful attack on control networks can be more
damaging than attacks on other networks because control systems are at the
core of many critical infrastructures.”

Amin, Cárdenas, Shankar Sastry. Safe and Secure Networked Control Systems under
Denial-of-Service Attacks.

Malicious cyber attacks in control networks
{

Deceptive
Denial-of-Service

Deceptive = when a sensor or actuator receives false data
DoS = when a sensor or actuator is not available

“As shown by the analysis of a database that tracked cyber-incidents affecting
industrial control systems from 1982 to 2003, DoS is the most likely threat
to control systems”

This lecture stabilization of linear control systems under DoS attacks
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Control under Denial of Service
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Framework

Process
ẋ(t) = Ax(t) + Bu(t) + w(t)

Block diagram
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surprising connections with the event-based sampling approach
of [19], though substantial modifications are needed to account
for the presence of DoS and disturbances. More specifically, the
adoption of sampling rules that suitably constrain the closed-
loop trajectories is crucial for achieving a simple Lyapunov-
based analysis of the ISS property during the on/off periods
of DoS.

In the control literature, contributions to this research topic
have been reported in [20]–[25]. In [20] and [21], the authors
consider the problem of finding optimal control policies when
DoS attacks either evolve according to a Bernoulli process
or follow a hidden Markov process model. As noted, such a
problem is however more close to classical networked control
systems literature. A scenario more similar to the present one
is considered in [22] and [23], where the problem is to find
optimal control and attack strategies assuming a maximum
number of jamming actions over a prescribed (finite) control
horizon. There are two main differences with respect to our
framework: in [22] and [23], the authors consider a pure
discrete-time setting, while here we deal with sampled-data
networked systems and the performance analysis is concerned
with the continuous-time process state. Second, we do not
formulate the problem as an optimal control design problem.
The controller can be designed according to any suitable design
method, robustness against DoS attacks being achieved thanks
to the design of the network transmission times.

Perhaps, the closest references to our work are [24] and [25].
In that papers, the authors consider DoS attacks in the form of
pulse-width modulated signals. The goal is to identify salient
features of the DoS signal such as maximum on/off cycle in
order to suitably scheduling the transmission times. For the
case of periodic jamming (of unknown period and duration), an
identification algorithm is derived which makes it possible to
de-synchronize the transmission times from the on periods of
DoS. This framework should be therefore looked at as comple-
mentary more than alternative to the present one, since dealing
with cases where the jamming signal is “well-structured” so
that de-synchronization from attacks can be achieved. Such
a feature is conceptually impossible to achieve in scenarios
such as the one considered in this paper, where the jamming
strategy is not prefixed (the attacker can modify on-line the
attack strategy).

The remainder of this paper is organized as follows. In
Section II, we describe the framework of interest and formulate
the control problem. In Section III, we introduce a class of
sampling logics that achieve ISS in the absence of DoS. The
main results along with a characterization of the considered
class of DoS signals are given in Section IV. Simplifications
that arise in the disturbance-free case are also discussed. In
Section V, we discuss implementation issues and present a
number of sampling strategies that can be used for trading-
off performance versus communication resources. A discussion
of the results is given in Section VI along with a number of
examples. Section VII ends the paper with concluding remarks.

Notation: We denote by R the set of reals. Given α ∈ R, we
let R>α(R≥α) denote the set of reals greater than (greater than
or equal to) α. We let N denote the set of natural numbers and
define N0 := N ∪ {0}. Given a vector v ∈ Rn, ∥v∥ is its Eu-

TABLE I
TABLE OF NOTATIONS

Fig. 1. Block diagram of the closed-loop system.

clidean norm. Given a matrix M , M⊤ is its transpose and ∥M∥
is its spectral norm. Given two sets A and B, we denote by B\A
the relative complement of A in B, i.e., the set of all elements
belonging to B, but not to A. Given a set A and a function
f : A &→ R≥0, we use the convention supx∈A f(x) = 0 when
A is empty. Given a measurable time function f : R≥0 &→ Rn

and a time interval [0, t) we denote the L∞ norm of f(·) on
[0, t) by ∥ft∥∞ := ess sups∈[0,t)∥f(s)∥. Finally, we denote by
L∞(R≥0) the set of measurable and essentially bounded time
functions on R≥0.

Table I summarizes the notation most frequently used
throughout the remainder of the paper.

II. THE FRAMEWORK

A. Process Dynamics and Ideal Control Action

The framework of interest is schematically represented in
Fig. 1. The process to be controlled is described by the differ-
ential equation

d

dt
x(t) = Ax(t) + Bu(t) + w(t) (1)

without DoS
x(tk(t)) = x(tk )
u(tk(t)) = u(tk )

Sensor Device responsible for taking sampled measurements

{x(tk )}, k ∈ N, t0 := 0

Controller Static with a zero-order-holder (ideal = no DoS)

uideal(t) = K x(tk ), ∀ t ∈ [tk , tk+1[
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Denial-of-Service (DoS)

Denial of Service

Hn := {hn}∪[hn,hn + τn[, n ∈ N, h0 ≥ 0

Hn n-th DoS interval
τn ≥ 0 duration of Hn

Actual control
u(t) = Kx(tk(t)), tk(t) time of the last successful update

k(t) := sup { k ∈ N | tk ∈ Θ(t) } ,
where Θ(t) := [0, t ] \⋃n∈N Hn (intervals in [0, t ] where DoS is off)
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Problem formulation

Robust stabilization in the
presence of DoS
Find conditions on DoS attacks
and sampling sequences {tk}k∈N0

such that the closed-loop system

ẋ(t) = Ax(t) + BKx(tk(t)) + w(t)

is input-to-state stable, namely

‖x(t)‖ ≤ β(‖x(0)‖, t) + γ(‖wt‖∞)

β a KL function, γ a K∞ function,
‖wt‖∞ = ess sups∈[0,t)‖w(s)‖
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Fig. 1. Block diagram of the closed-loop system.

clidean norm. Given a matrix M , M⊤ is its transpose and ∥M∥
is its spectral norm. Given two sets A and B, we denote by B\A
the relative complement of A in B, i.e., the set of all elements
belonging to B, but not to A. Given a set A and a function
f : A &→ R≥0, we use the convention supx∈A f(x) = 0 when
A is empty. Given a measurable time function f : R≥0 &→ Rn

and a time interval [0, t) we denote the L∞ norm of f(·) on
[0, t) by ∥ft∥∞ := ess sups∈[0,t)∥f(s)∥. Finally, we denote by
L∞(R≥0) the set of measurable and essentially bounded time
functions on R≥0.

Table I summarizes the notation most frequently used
throughout the remainder of the paper.

II. THE FRAMEWORK

A. Process Dynamics and Ideal Control Action

The framework of interest is schematically represented in
Fig. 1. The process to be controlled is described by the differ-
ential equation

d

dt
x(t) = Ax(t) + Bu(t) + w(t) (1)

“Equivalent” notion ISS-Lyapunov function

V̇ (x(t)) ≤ −α(‖x(t)‖) + σ(‖w‖t )
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Admissible sampling sequences

Admissible sampling sequences {tk}k∈N0

Admissible sampling sequences {tk}k∈N are those having a finite
sampling rate property, that is there exists ∆ ∈ R>0, the minimum
inter-sampling time, such that

∆k := tk+1 − tk ≥ ∆, ∀k ∈ N0
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Admissible DoS signals

Admissible DoS
• (DoS duration) There exist constants κ ∈ R>0, τd ∈ R>1 such that

|Ξ(τ, t)| ≤ κ+
t − τ
τd

, ∀t ≥ τ ≥ 0

• (DoS frequency) There exist constants η ∈ R>0 and τf ∈ R>∆

such that
n(τ, t) ≤ η +

t − τ
τf

, ∀t ≥ τ ≥ 0

where

Ξ(τ, t) total interval of DoS within [τ, t ] Ξ(τ, t) :=
(⋃

n∈N Hn
) ⋂

[τ, t ]
n(τ, t) number of off/on DoS transitions in [τ, t [
∆ minimum inter-sampling time
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DoS-free analysis
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Preliminaries

Control gain K is such that A + BK =: Φ is Hurwitz

ẋ(t) = Ax(t) + BKx(tk(t)) + w(t) = Φx(t) + BKe(t) + w(t)

with
e(t) := x(tk(t))− x(t)

the sampling error.
Lyapunov function

V (x) = xT Px , ΦT P + PΦ + Q = 0

Along the solutions of the closed-loop system ẋ(t) = Φx(t) + BKe(t) + w(t)
we obtain the dissipation inequality

V̇ (x(t)) ≤ −γ1‖x(t)‖2 + γ2‖x(t)‖‖e(t)‖+ γ3‖x(t)‖‖w(t)‖
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DoS-free analysis I
Control update law Define the control
update law

‖e(t)‖ ≤ σ‖x(t)‖+ σ‖wt‖∞

to generate the sampling sequence as
tk+1 := inf{t > tk : ‖e(t)‖ = σ‖x(t)‖+ σ‖wt‖∞}

⌅(t) :=
[

n2N
Hn

\
[0, t] (7)

denote the total interval of DoS up to the current time.
Given an interval I, let |I| denote its length.

Assumption 1. The DoS sequence {hn}, n 2 N, is such
that infn2N ⌧n > 0. Moreover, there exist constants  2
R�0 and ⌧ 2 R>0 such that

|⌅(t)|   +
t

⌧
(8)

for all t 2 R�0. 2

Remark 1. Condition infn2N ⌧n > 0 ensures that {hn} is
non-Zeno and that infinitely many DoS intervals always
have strictly positive Lebesgue measure. Inequality (8)
expresses the property that the DoS satisfies a slow-on-the-
average type condition, as introduced by Hespanha and
Morse (1999) for hybrid systems analysis. In the present
context, the rationale behind (8) is that if  = 0 then the
average time interval of DoS is at least ⌧ . On the other
hand,  > 0 allows for consideration of DoS at the process
start-up, i.e. when h0 = 0. 2

3. MAIN RESULTS

In this section, a simple control update rule is considered,
which is capable of preserving GES for any DoS signal
satisfying Assumption 1 with ⌧ su�ciently large. A dis-
cussion on the results along with implementation aspects
is deferred to the next section.

Let

e(t) := x(tk(t)) � x(t) (9)

where t 2 R�0, represent the error between the value of the
process state at the last successful control update and the
value of the process state at the current time. Consistent
with the comments made right after (4), if h0 = 0 then
e(t) = �x(t) for all t 2 H0. The closed-loop system
composed of (1) and (4) can be then rewritten as

ẋ(t) = �x(t) + BKe(t) (10)

where � := A + BK. Consider now the following control
update rule

ke(t)k  �kx(t)k, 8 t /2 ⌅(t) (11)

where � 2 R>0 is a free design parameter. As shown
hereafter, such an update rule is capable of preserving
GES for any DoS signal satisfying Assumption 1 with ⌧
su�ciently large.

Condition (11) was first introduced in Tabuada (2007) in
the context of event-based control. The di↵erence here is
that, due to the presence of DoS, one cannot enforce this
condition for all t � 0, but only over those time-intervals
where communication is indeed possible.

To fix the ideas, it is convenient to briefly comment on
a possible implementation of condition (11), referring the
reader to Section 4 for a thorough discussion and possible
variations. The simplest architecture one can think of for
implementing (11) is as in Figure 2(a). The “Logic” block
measures continuously the state x, computes the error
signal e and detects the instants tk at which (11) holds with

Fig. 2. Ideal mechanism for the fulfillment of (11): (a)
absence of DoS; (b) presence of DoS.

the equality relation. At these instants, the logic samples
the state and attempt to transmit it to the controller. In
accordance with (9), if the control update is successful then
e is reset to zero. Under DoS, the logic turns to a di↵erent
operating mode by continuously attempting to update the
control action, as depicted in Figure 2(b). In this way, at
time hn + ⌧n when communication is restored, the logic
is able to transmit immediately the sampled measurement
so that (11) is enforced.

In the following subsection, for ease of exposition, we
assume that this is indeed the case. In practice, when
implementing (11) on a digital platform, due to the finite
sampling rate, a time interval will necessarily elapse from
the time hn + ⌧n at which DoS is over, to the time at
which the logic successfully samples and transmits. As
anticipated, this case will be addressed in Section 4.

3.1 Stability analysis

We now study the trajectories of the closed-loop system
composed of (1) and (4) with control update law (11).
An alternative approach to stability analysis, based on
Lyapunov functions, is discussed in Appendix A.

Observe first that � is a stability matrix by hypothesis.
Then there exist µ 2 R�1 and � 2 R>0 such that
ke�tk  µe��t for all t 2 R�0, where µ and � can be
easily computed using algebraic matrix theory. This, in
turns, implies

kx(t)k  !1e
��t +

Z

⇥(t)

!2 e��(t�s)ke(s)kds

+

Z

⌅(t)

!2 e��(t�s)ke(s)kds (12)

having defined !1 := µkx(0)k and !2 := µkBKk where,
given a matrix M , kMk denotes its spectral norm. We now
evaluate the two integral terms in the above formula.

Consider first the set ⇥(t), over which (11) holds by
construction. The corresponding integral term can be
therefore upper bounded as

19th IFAC World Congress
Cape Town, South Africa. August 24-29, 2014

136

Using the control update law, the dissipation inequality becomes

V̇ (x(t)) ≤ −(γ1 − σγ2)‖x(t)‖2 + (γ2σ + γ3)‖x(t)‖‖wt‖∞

from which ISS is proven via Young’s inequality

V̇ (x(t)) ≤ − γ1 − σγ2

2α2︸ ︷︷ ︸
=:ω1

V (x(t)) +
(γ2σ + γ3)2

2(γ1 − σγ2)
‖wt‖2∞
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DoS-free analysis II

Lemma (Existence of a minimum inter-sampling time)
Any control update rule with intersampling times ∆k such that

∆k ≤ ∆∗ :=





1
κ1

σ

1 + σ
if µA ≤ 0

1
µA

log
[

1
κ1

σ

1 + σ
µA + 1

]
if µA > 0

,

with κ1 = max{‖Φ‖,1}, satisfies ‖e(t)‖ ≤ σ‖x(t)‖+ σ‖wt‖∞ for all t ∈ R≥0.

Proof (Sketch) The sampling error dynamics is

ė(t) = Ae(t)− Φx(tk )− w(t), t ≥ tk , e(tk ) = 0.

Integrating and using standard inequalities (including ‖eAt‖ ≤ eµAt ) return

‖e(t)‖ ≤ κ1f (t − tk )

1− κ1f (t − tk )
(‖x(t)‖+ ‖wt‖∞), f (t − tk ) =

∫ t

tk

eµA(t−s)ds

The thesis follows choosing ∆ such that f (∆) ≤ 1
κ1

σ

1 + σ
(f monotonically increasing

and zero at zero).
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DoS-free analysis II

Lemma (Existence of a minimum inter-sampling time)
Any control update rule with intersampling times ∆k such that
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κ1
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1 + σ
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log
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1− κ1f (t − tk )
(‖x(t)‖+ ‖wt‖∞), f (t − tk ) =
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1 + σ
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DoS-free analysis III

Theorem – Main result
Any control update rule with intersampling times ∆k such that

∆k ≤ ∆∗ :=





1
κ1

σ

1 + σ
if µA ≤ 0

1
µA

log
[

1
κ1

σ

1 + σ
µA + 1

]
if µA > 0

,

with
σ <

γ1

γ2

guarantees ISS of the closed-loop system, namely

V (x(t)) ≤ e−ω1tV (x(0)) + γ7‖wt‖2
∞

where ω1 =
γ1 − σγ2

2α2
and γ7 :=

(γ2σ + γ3)2

2ω1(γ1 − σγ2)
.

Recall that V̇ (x(t)) ≤ −ω1V (x(t)) + (γ2σ+γ3)2

2(γ1−σγ2)
‖wt‖2

∞
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Analysis under DoS

19 / 27



Analysis under DoS - I

Dos and DoS-free intervals
For any 0 ≤ τ ≤ t , the interval [τ, t ] is the disjoint union

[τ, t ] = Θ(τ, t) ∪ Ξ(τ, t)

where Θ(τ, t) is the union of the intervals where the control update law

‖e(t)‖ ≤ σ‖x(t)‖+ σ‖wt‖∞

holds and Ξ(τ, t) the one where it does not need to hold.

Ξ(τ, t) satisfies

|Ξ(τ, t)|
≤ κ+

t − τ
τd

+

(
1 + η +

t − τ
τf

)
∆∗

=: κ∗ +
t − τ
τ∗

,
1
τ∗

:=
1
τd

+
∆∗
τf
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Analysis under DoS - II

Closed-loop system

Σ : ẋ(t) = Ax(t) + BKx(tk(t)) = Φx(t) + BKe(t) + w(t)

Key inequalities

The bound on the Lyapunov function over an
interval [τ, υ] of Θ(τ, t) is

V (x(t)) ≤ e−ω1(t−τ)V (x(τ)) + γ7‖wt‖2∞
for all t ∈ [τ, υ].

Exponential decaying rate achievable whenever                   
communication is allowed 

Presence of DoS 1/4 

Possible exponential diverging rate whenever                     
communication is denied 

   Divergence rate: 

        Decay rate: 

In the presence of DoS, the closed-loop system behaves as a hybrid system where 
one switches between stable and unstable dynamics 

The bound on the Lyapunov function over an
interval [τ, υ] of Ξ(τ, t) is

V (x(t)) ≤ eω2(t−τ)V (x(τ)) +γ8eω2(t−τ)‖wt‖2∞
for all t ∈ [τ, υ].

Exponential decaying rate achievable whenever                   
communication is allowed 

Presence of DoS 1/4 

Possible exponential diverging rate whenever                     
communication is denied 

   Divergence rate: 

        Decay rate: 

In the presence of DoS, the closed-loop system behaves as a hybrid system where 
one switches between stable and unstable dynamics 
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Analysis under DoS III

Composing the two inequalities over the interval [0, t ], we arrive at

V (x(t)) ≤ e−ω1|Θ(0,t)|eω2|Ξ(0,t)|V (x(0)) + γ∗‖wt‖2∞
provided that

1
τ∗

:=
1
τd

+
∆∗
τf

<
ω1

ω1 + ω2

where
γ∗ := max{γ7, γ8}(1 + 2e(ω1+ω2)κ∗ eβ∗τf η

1−e−β∗τf
),

β∗ := ω1 −
ω1 + ω2

τ∗

Using the bound |Ξ(τ, t)| ≤ κ∗ +
t − τ
τ∗

, one obtains the dissipation

inequality

V (x(t)) ≤ eκ∗(ω1+ω2)e−β∗tV (x(0)) + γ∗‖wt‖2∞

22 / 27



Analysis under DoS IV

Theorem – Main result
Any control update rule with intersampling times ∆k such that

∆k ≤ ∆∗ :=





1
κ1

σ

1 + σ
if µA ≤ 0

1
µA

log
[

1
κ1

σ

1 + σ
µA + 1

]
if µA > 0

,

with σ < γ1
γ2

, guarantees ISS of system ẋ(t) = Ax(t) + BKx(tk(t)) + w(t)
for any DoS signal satisfying

|Ξ(τ, t)| ≤ κ+
t − τ
τd

, n(τ, t) ≤ η +
t − τ
τf

, ∀t ≥ τ ≥ 0

with τd , τf such that
∆∗
τf

+
1
τd

<
ω1

ω1 + ω2

where ω1 = (γ1 − γ2σ)/(2α2) and ω2 = γ2(2 + σ)/α1.
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Resilient control logic
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Resilience and sampling

Resilience = ability to adapt sampling rate to the occurrence of DoS

Periodic sampling Let 0 < ∆1 < ∆2 ≤ ∆∗

tk+1 =

{
tk + ∆1, if tk ∈ Hn
tk + ∆2 otherwise

25 / 27



Resilence and sampling

Self-triggered sampling Let 0 < ∆1 < ∆2 ≤ ∆∗

tk+1 = tk + ∆2 − (∆2 −∆1)ϕ (‖z(tk )‖)

• ϕ : R≥0 → [0,1) class-K function

• z(tk ) =

{
χ(tk , tk(t)) if tk ∈ Hn
x(tk ) otherwise

• χ(tk , tk(t)) prediction of x(tk ) starting from x(tk(t))

x(tk ) = χ(tk , tk(t)) :=

[
eA(tk−tk(t)) +

∫ tk

tk(t)

eA(tk−s)BKds

]
x(tk(t))

Rationale

tk+1 = tk +

{
∆1, ‖x(tk )‖ or χ(tk , tk(t)) large
∆2, ‖x(tk )‖ or χ(tk , tk(t)) small
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Conclusions

• Deterministic framework to deal with robustness to DoS attacks
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